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Commercial Satellite Communications Laboratory

The Commercial Satellite Communications Laboratory (COMSATCOM Lab) allows Aerospace and
its customers much-needed insight into the performance of commercial architectures that are
being adapted for U.S. government purposes. Operations are strategically aligned with both
Aerospace’s corporate objectives and the Pentagon’s “2024 DoD Commercial Space Integration
Strategy.” As the DoD shifts toward nongeostationary and proliferated low Earth orbit

SATCOM constellations, whether both commercial or hybrid, the COMSATCOM Lab offers
critical assessments and analysis. It provides comprehensive testing capabilities, including both
hardware and software platforms, to evaluate and optimize these advanced architectures. OnéWeb terminals continued testing in FY25.

Evaluation, Test, and Assessment Capabilities
¢ Network monitoring and performance analysis
e User ground terminal resiliency to radio frequency interference
e Impact of encryption on link performance and latency
e Load balancing across multiple user terminals to achieve higher effective data rates

e Cybersecurity threat analysis of user terminal and satellite network services

e Satellite and terrestrial network performance characterization across commercial and
military satellite networks with various traffic profiles required by our customers

Commercial
SATCOM Provider

| Typical Lab Net I\

Starlink user terminal undergoing testing.

l Traffic Load Profile
Synthesis & Analysis KG-175F \

Encryptor

| * Linux Operating - Keypad unclass

Systems (OS)

| \ —

gz %

Colorado

Port Mirroring Switch El Springs (‘Chaintlllyﬂ
| Segundo — g,
~ Lab Net

_— / T~ |

Packet Sniffer Linux Utility Server
| * Linux (OS) * Gateway to subnets

Lab Net
(

J —

Router Load | /
Balancing /

*  Wireshark * User Terminal
| Monitoring Dashboard

COMSATCOM network testbed.



4 @ AEROSPACE

Continental United States (CONUS) Network Testbed

Thorough testing was completed in FY24 to study the effectiveness of employing the Starlink
satellite network for transporting encrypted traffic for a government-owned-and-operated
military network. Starlink was tested as an alternative to terrestrial backhaul communications
and the pathfinder effort involved all three CONUS nodes of the COMSATCOM Lab. Recognizing
the numerous commercial and hybrid architectures in development and under consideration,
the COMSATCOM Lab is continually growing its capability with the current roadmap including
OneWeb terminal testing in FY25.

Radio Frequency and Digital Testbed Dashboard displaying network
performance metrics.
A wide array of key performance indicators (KPIs) for evaluating SATCOM networks can

be characterized and benchmarked under various environmental, manmade (accidental or
adversarial), or natural conditions. The COMSATCOM Lab can analyze the impacts to throughput
and bandwidth, latency, jitter, packet loss rate, and availability and reliability. It can assess
geographic coverage and signal strength in the presence of Radio Frequency Interference and
jamming, cybersecurity threats, and weather and natural disaster effects. The lab can determine
application-level impacts to navigation, encrypted communications, remote sensing, and disaster
recovery and emergency response, with extensions to aeronautical and maritime communications.
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COMSATCOM Lab: Radio frequency and digital testbed.

Cybersecurity Threat Analysis

The COMSATCOM Lab is equipped with necessary state-of-the-art tools to analyze
cybersecurity threats in SATCOM networks, to provide comprehensive insight into potential
risks to our customers.
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Cybersecurity threat analysis.

The Aerospace Corporation

The Aerospace Corporation is a national nonprofit corporation that operates a federally funded research and development
center and has more than 4,600 employees. With major locations in Chantilly, Virginia; EI Segundo, California; Albuquerque,
New Mexico; and Colorado Springs, Colorado, Aerospace addresses complex problems across the space enterprise and
other areas of national and international significance through agility, innovation, and objective technical leadership. For more
information, visit www.aerospace.org.

The Aerospace Corporation | 14745 Lee Road, Chantilly, VA 20151 USA | www.aerospace.org

COL078.0924_CSCL ©2024 The Aerospace Corporation. All trademarks, service marks, and trade names contained herein are the property of their respective owners.



